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e Core focus:
* Rules addressing unauthorised transactions

* No reimbursement for transactions executed with the
payer’s consent (Article 64 PSD Il)

* Default rule (Article 73 PSD Il):
Tra d |t|O Na I * Unauthorised transactions must be refunded immediately

PS D Strategy * Exception — PSU liability (Article 74 PSD II):

* A debit is permissible only if the PSU is liable for damages

* The payment service provider (PSP) must have a valid
claim against the PSU

* Main challenge: defining the boundary between grossly '
negligent and non-negligent behaviour of the payer
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* Conventionally, erroneously authorised
transactions have been treated as irrelevant for

. refund requests.
AUthorl SEd * The motivation behind an authorisation has thereby been
Tra nsa Cti ons considered immaterial.

* This approach reflects mostly established global
principles — but the trend is changing.

— Emerging
Releva nce * The EU framework is evolving accordingly.

* Authorised but fraudulently induced transactions are
attracting growing attention, reflecting rising loss '
volumes.
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Common causes of misguided authorisations:
* Romance scams

* Fake emergencies
* Too-good-to-be-true investment offers

Singapore’s unconventional response:

* Focus not on the payer—PSP relationship, but on
community intervention

Sca 11 * Public urged to alert police if someone is about to fall
for a scam

P rOte Ct I O n I n * Police can instruct PSPs to freeze transactions
Si nga po =  Based on Scams Act 2025:

* Enables Restriction Orders by designated officers

* Based on information that a potential victim intends
to transfer or withdraw funds for a scam '

* Overall aim:
« Strengthen public awareness and societal vigilance /

against scams




Legal basis:
* Financial Services and Markets Act 2023, section 72

Key rule:

e Payment Service Providers (PSPs) must reimburse
consumers who fall victim to Authorised Push Payment

The UK fraud

o * Applies to all APP frauds conducted through the Faster
Approach Payments System

Mandatory + Exceptions:
Reim bu rsement * No reimbursement if the consumer acted fraudulently or
with gross negligence
* Enforcement: '

* Established, enforced and coordinated by the UK Payment
Systems Regulator /
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* 1. Preventive duties (proposed Article 84 PSR):

e PSPs must alert customers to new payment-fraud
schemes.

* Provide clear warnings and guidance, tailored for
vulnerable users.

» Offer fraud-reporting channels and staff training on

E U REfO rm emerging risks.

* PSPs and telecom operators must co-operate to prevent
App roa Ch o impersonation fraud.
» 2. Targeted refund rule (proposed Article 59 PSR):
* Applies where a fraudster impersonates a PSP employee.

e PSP must refund the consumer in full if the fraud is
reported promptly.

* Reimbursement may be refused only for fraud or gross '
negligence by the user.

* Burden of proof lies with the PSP. ,
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Twofold




* Conceptual shift: Directive - Regulation in private law

context
* Private law terminology: Autonomous interpretation
emerging
* May end the criticised fragmentation of standards
Fu rther PS R * Andrea Castillo Olano in the EBLR Special Issue
DEVEIOpmentS * Preliminary approach:

* References to national law remain

* Delegation of terminology and standards clarification
to EBA?
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Unresolved issues addressed?

Burden of proof:
e Art. 72 (old PSD Il) vs. Art. 55 (new PSR)
* No improvement

Gross negligence:

Further PSR * Still mostly unclear
Developments * Guidance needed on limits to PSP’s terms setting ability
Customer authorisation:

* Lack of strong authorisation clarified

e Payer’s liability excluded below fraudulent behaviour if
exceptions are used (new Art. 60 PSR) '
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